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'&f Microsoft PowerPaoint L&J

E Microsoft PowerPoint has stopped working

Windows can check online for a selution to the problem and try to restart the
prograrn,

# Check online for a solution and restart the program

< Restart the program

() View problem details




A problem has been detected and windows has been shut down to prevent damage
Lo your cComputer.

The problem seems to be caused by the following file: SPCMDCON. S¥S
PAGE_FALLT_IM_MNOMPASED_AREA

If thiz 9= the first time wou'wve seen this Stop error sCreen,
restart your computer., If this screen appears again, follow
thesze steps:

Check to make sure any new hardware or software is properly installed.
If thiz 4= a new installation, ask wour hardware or szoftware manufacturer
for any windows updates wou might need.

If problems continue, disable or remove any newly installed hardware
ar software. Disable BIOS memory options such as caching or shadowing.
If wou need to use safe mode to remove or diszable components, restart
yOur Ccomputer, press F8 Lo select advanced startup options, and then
zelect safe mode.

Technical information:

W STOP: Ox00000050 (OxFD3094C2, Ox00000001, OxFEFEZGLY, 0x000000007)

WH¥W SPCMDCON. 5¥5 - Address FBFEVELY base at FEBFESOQQO, Datestamp sdadde?c
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NIST: Software errors cost U.S. ~$60 billion/year
FBI. Security Issues cost U.S. $67 billion/year

o >V from viruses, network intrusion, etc.

r

Adobe Warns of Critical Zero Day Vulnerability ‘ o T v feee

Posted by Soulzkill on Tuesday December 06, @03:18PM
from the might-we ant—tn-just-trﬂdema r}-thﬂt-term dept.

Global Spam Drops by a Thlrd After Rustock Botnet
Gets Crushed, Symantec Says

By Eeu:urit‘;;'-.-‘v'eeNewa on March 29, 2011
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Adobe Warns of Critical Zero Day Vulnerability ‘

Posted by Soulzkill on Tuesday December 06, @03:18PM
from the might-we ant—tn-just-trﬂdema r}-thﬂt-term dept.

Global Spam Drops by a Thlrd After Rustock Botnet
Gets Crushed, Symantec Says

By EEELIrit';r"'."'v'EENE'-".-'S on aru:h 29, 2011

i Stuxnet attackers used 4 Windows
zero-day exploits
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Mcrr\cry Controller
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Hardware Plays a Role

Memory Controller

Parallel Programming is Here — And it's Hard!

X+Y=10
Y+2Z=20

Y= 5
2, =

]
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Parallel Programming is Here — And it's Hard!

X+Y=10 Gﬁa

Yy+2=20

Y=10
2 =
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‘ Hardware Plays a Role

Parallel Programming is Here — And it's Hard!

X+Y=10
Yy+Z2=20
\ o 10 2
57, 2 =10 N
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‘ Example of a Modern Bug

Nov. 2010 OpenSSL Security Flaw b

‘l 7 Capital One Credit Cards, B~

“~ C & nttps;//www.capitalone.com wi N
Post by Jonathan Dr... RPG PostIndex () Reload in MLibrary ...

—

o

Credit Cards v Banking v Loans v For Business v Customer Service v

LogIn To Your Account (%)

| Take the fast track

| Credit Cards - U.S. [~

[UseriD |[Password | (E2XER See l.f you're pre-qualified for a
credit card in 60 seconds or less

- [+]
r.,.‘....ﬁ'l‘; R— LU

»

Forgot User ID or Password?
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Example of a Modern Bug

If(ptr == NULL) {
en=thread_local->mylen;
ptr=malloc(len);
memcpy(ptr, data, len);

}
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Example of a Modern Bug

Thread 1 Thread 2

mylen=small mylen=large

E 7 Capital One Credit Cards, B » Fh Y U‘ 7 Capital One Credit Cards, £ »

« C & nttps;//www.capitalone.com WA € C' {3 https;//www.capitalone.com WA
Post by Jonathan Dr... RPG PostIndex (©) Reload in MLibrary ... Post by Jonathan Dr... RPG PostIndex (©) Reload in MLibrary ...

Find & bank brancis Find & bank branciiss
ey S | | ... Y

P =

Credit Cards v | Banking v | Loans v | For Business v | Customer Service v CreditCards v | Banking v | Loans v | For Business v | Customer Service v

[
‘ Log In To Your Account (7) Log In To Your Account

" Take the fast track _ Take the fast track

[ Credt Cards - U.S. | [ Credt Cards - U.S.
‘ See if you're pre-qualified for a Userid | [Password |  See if you're pre-qualified for a

[UserID | [Password d : d 3
credit card in 60 seconds or less credit card in 60 seconds or less
Forgot User ID or Password? Forgot User ID or Password?

.-....n‘d _‘\E!::;;cx B w .-..:..?&‘x _KEE[:;JCK X
»

»
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TIME

Example of a Modern Bug

Thread 1

mylen=small

If(ptr==NULL)

Thread 2

mylen=large

If(ptr==NULL)

len2=thread_local->mylen;

ptr=malloc(len2);

lenl=thread_local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

memcpy(ptr, data2, len2)

ptr
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TIME

Example of a Modern Bug

Thread 1

mylen=small

Thread 2

mylen=large

If(ptr==NULL)

len2=thread_local->mylen;

ptr=malloc(len2);

lenl=thread_local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

memcpy(ptr, data2, len2)

ptr
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TIME

Example of a Modern Bug

Thread 1

mylen=small

Thread 2

mylen=large

- lifpr==NuLy |

len2=thread_local->mylen;

ptr=malloc(len2);

lenl=thread_local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

memcpy(ptr, data2, len2)
ptr
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‘ Example of a Modern Bug

TIME

Thread 1

mylen=small

Thread 2

mylen=large

lenl=thread_local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

memcpy(ptr, data2, len2)

.
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‘ Example of a Modern Bug

TIME

Thread 1

mylen=small

memcpy(ptr, datal, lenl)

Thread 2

mylen=large

memcpy(ptr, data2, len2)

T (e
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TIME

Example of a Modern Bug

Thread 1 Thread 2

mylen=small mylen=large

| memcpy(ptr, data2, len2)

lllllll"""" ptr [ ]
LEAKED
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‘ Example of a Modern Bug

Thread 1 Thread 2

mylen=large

mylen small

ptr [ ]
LEAKED

TIME
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‘ Example of a Modern Bug

Thread 1 Thread 2

mylen=large

mylen small

ptr [ ]
LEAKED

TIME
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‘ Example of a Modern Bug

Thread 1 Thread 2

mylen=small mylen=large

=

LEAKED

TIME
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TIME

Data Race Detection
Thread 1

mylen=small
if(ptr==NULL)
lenl=thread_local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

Thread 2

mylen=large

If(ptr==NULL)

len2=thread local->mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Data Race Detection
Thread 1

mylen=small

if(pt|  JULL)
Ienlzthrea( l->mylen;

ptr=n{  Rienl);
memcpy(@ 1, lenl)

Thread 2

mylen=large

If(ptr==NULL)

len2=thread local->mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Data Race Detection

Thread 1
mylen=small
if(pt|  IULL)
lenl=three! "'bl->mylen;
ptr=ni '"'_i‘enl);
memcpy(( §§a1 lenl)
N

Thread 2

mylen=large

Shared?
Synchronized?

If(ptr==NULL)

len2=thread local->mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Data Race Detection
Thread 1

mylen=small
Y A if(ptr==NULL)
% -Ienlzthread_local->mylen;
Y‘ ptr=malloc(lenl);
Y \-memcpy(ptr, datal, lenl)

Thread 2

mylen=large

If(ptr==NULL)

len2=thread local->mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Example of Data Race Detection

Thread 1

mylen=small
-

Y if(ptr==NULL)

% len 1=thread_local->mylen;
Y ptr=malloc(lenl);

4 \-memCDY(ptr, datal, lenl)

Thread 2

mylen=large

Shared?

for==1 1)

Ien2:thread_local-%1ylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Example of Data Race Detection

Thread 1 Thread 2
mylen=small mylen=large
Y’ if(ptr==NULL)
% lenl=thread_local->mylen; Shared?

( ptr=malloc(len1);

Vimairml__
(p’[r:: '

X

Ien2:thread_local-%1ylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Example of Data Race Detection

Thread 1 Thread 2
mylen=small mylen=large
Y’ if(ptr==NULL)

% -Ien 1=thread_local->mylen;

( ptr=malloc(len1);

Synchronized?

Vimae =
(p’[r:: '

X

Ien2:thread_local-%1ylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Example of Data Race Detection

Thread 1 Thread 2
mylen=small mylen=large
Y if(ptr==NULL)

% -Ien 1=thread_local->mylen;

( ptr=malloc(len1);

Synchronized?

Y\-memcpym

R X7

Ien2:thread_local-§1ylen;
ptr=malloc(len2);

memcpy(ptr, data2, len2)
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Data Race Detection 1s Slow
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

if(ptr==NULL)

len2=thread local->mylen,;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen; |

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

444

if(ptr==NULL)

| Ie%S:thread_locaI»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

Thread-local data
NO SHARING

A
R
N

if(ptr==NULL)

| Ié@zthread_local»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

Thread-local data
NO SHARING

R
N

if(ptr==NULL)

| I&Szthread_local»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

N

Thread-local data
NO SHARING

Shared data, but
NO DYNAMIC
SHARING

f(ptr==NULL) |

| I&Szthread_local»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

Thread-local data
NO SHARING

Shared data, but
NO DYNAMIC
SHARING

f(ptr==NULL) |
| I&Szthread_local»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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TIME

Inter-thread Sharing 1s What’s Important

If(ptr==NULL)

lenl=thread local->mylen;

ptr=malloc(lenl);

memcpy(ptr, datal, lenl)

N

if(ptr==NULL)

| Ieﬁ%zthread_local»mylen;

ptr=malloc(len2);

memcpy(ptr, data2, len2)
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Very Little Dynamic Sharing

Phoenix PARSEC

100

% Write-Sharing Events




Very Little Dynamic Sharing
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Little Sharing Means Wasted Work

|

Multi-threaded
Application

|

-~

&

Software

~

Race Detector

/

o4


C:/Users/jlgreathouse/Desktop/OTHER SLIDE.pptx

Little Sharing Means Wasted Work

Inter-thread
sharing e
) C U n

-

-

Software

~

Race Detector

/
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C:/Users/jlgreathouse/Desktop/OTHER SLIDE.pptx

Little Sharing Means Wasted Work
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Multi-threaded Software
icAafti RacEctor
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C:/Users/jlgreathouse/Desktop/OTHER SLIDE.pptx

Use Demand-Driven Analysis!

|

Race Detector
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Multi-threaded } Software

Application

&

/

Inter-thread Sharing Monitor
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Use Demand-Driven Analysis!

|

Race Detector

= N
Multi-threaded } Software

[—]xpplication
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/

Local
Access
\/

Inter-thread Sharing Monitor
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‘ Use Demand-Driven Analysis!

\
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Software

Race Detector

/

Local
Access

Inter-thread Sharing Monitor
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‘ Use Demand-Driven Analysis!

| | T Y
§ =T Software

Race Detector
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Inter-thread
sharing

/

Inter-thread Sharing Monitor
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‘ Use Demand-Driven Analysis!
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Use Demand-Driven Analysis!
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Hardware Sharing Detector

Core 1

[

| s |

|

L1

Core 2

[

e

|

L1

HITM In Cache Memory: W—R Data Sharing
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Hardware Sharing Detector

Core 1

[ S
Write Y=5 I

Core 2

[

e

|

L1

HITM In Cache Memory: W—R Data Sharing
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Hardware Sharing Detector

Core 1

[

| s

|

Y=5

LM

Core 2

[ S
Read Y I

HITM In Cache Memory: W—R Data Sharing
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Hardware Sharing Detector

Core 1
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|

Y=5
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Core 2
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HITM In Cache Memory: W—R Data Sharing

73



Hardware Sharing Detector

HITM In Cache Memory: W—R Data Sharing
Core 1 Core 2

[ s

| |
. Y=5 | M | ReadY
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l
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Hardware Sharing Detector

Core 1
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| s
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Y=5
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Hardware Performance Counters
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AITM in Cache Memory: W—R Data Sharing
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Hardware Sharing Detector
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Hardware Sharing Detector
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Hardware Sharing Detector

AITM in Cache Memory: W—R Data Sharing
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Hardware Sharing Detector
AITM in Cache Memory: W—R Data Sharing
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Hardware Sharing Detector

Core 1

| | s
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AITM in Cache Memory: W—R Data Sharing
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On-Demand Analysis on Real HW

Execute
Instruction
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On-Demand Analysis on Real HW

Execute
Instruction

Analysis
Enabled?
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On-Demand Analysis on Real HW

Execute
Instruction

Analysis
Enabled?

YES

SW Race
Detection
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On-Demand Analysis on Real HW

Execute
Instruction

Analysis
Enabled?

YES

SW Race
Detection

Sharing
Recently?
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On-Demand Analysis on Real HW

Execute (——

Instruction

Analysis
Enabled?

YES

SW Race
Detection

Sharing
Recently?
Y
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On-Demand Analysis on Real HW

Execute
Instruction

Disable
Analysis

Analysis
Enabled?

SW Race
Detection

Sharing
Recently?

YES
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On-Demand Analysis on Real HW

NO

HITM
Interrupt?

Execute
Instruction

Analysis
Enabled?

Disable
Analysis

SW Race
Detection

Sharing

Recently?
YES
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On-Demand Analysis on Real HW

NO

HITM
Interrupt?

‘ll YES

Execute
Instruction

Enable
Analysis

Analysis
Enabled?

Disable
Analysis

——

SW Race
Detection

Sharing

Recently?
YES
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On-Demand Analysis on Real HW

NO

HITM
Interrupt?

‘ll YES

Execute
Instruction

Enable
Analysis

Analysis
Enabled?

Disable
Analysis

——

SW Race
Detection

Sharing

Recently?
YES
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On-Demand Analysis on Real HW

Execute
Instruction

NO ::> §%£7“345

Analysis

Enable — SW Race
Analysis Detection

Disable
Analysis

NO

Sharing
Recently?
Y
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On-Demand Analysis on Real HW

Execute
Instruction

NO > %07%

Analysis

Enable
Analysis

Disable
Analysis

NO
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Performance Increases

PARSEC

Phoenix
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Performance Increases
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PARSEC

Phoenix
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In Summary

Hardware makes constructing software difficult.
Tools make software better.

Hardware can (and should!) help these tools.
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BACKUP SLIDES
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Width Test
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