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Software Errors Abound

NIST: SW errors cost U.S. ~$60 billion/year as of 2002
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A problem has been detected and windows has been shut down to prevent damage
Lo your cComputer.

The problem seems to be caused by the following file: SPCMDCON. S¥S
PAGE_FALLT_IM_MNOMPASED_AREA

If thiz 9= the first time wou'wve seen this Stop error sCreen,
restart your computer., If this screen appears again, follow
thesze steps:

Check to make sure any new hardware or software is properly installed.
If thiz 4= a new installation, ask wour hardware or szoftware manufacturer
for any windows updates wou might need.

If problems continue, disable or remove any newly installed hardware
ar software. Disable BIOS memory options such as caching or shadowing.
If wou need to use safe mode to remove or diszable components, restart
yOur Ccomputer, press F8 Lo select advanced startup options, and then
zelect safe mode.

Technical information:

W STOP: Ox00000050 (OxFD3094C2, Ox00000001, OxFEFEZGLY, 0x000000007)

WH¥W SPCMDCON. 5¥5 - Address FBFEVELY base at FEBFESOQQO, Datestamp sdadde?c
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oftware Errors Abound

NIST: SW errors cost U.S. ~$60 billion/year as of 2002
FBI CCS: Security Issues $67 billion/year as of 2005
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Goals of this Work

High quality dynamic software analysis
¢ Find difficult bugs that other analyses miss

Distribute Tests to Large Populations
¢ Low overhead or users get angry

Accomplished by sampling the analyses
¢ Each user only tests part of the program
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Dynamic Dataflow Analysis
Associate meta-data with program values
Propagate/Clear meta-data while executing
Check meta-data for safety & correctness

Forms dataflows of meta/shadow information
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Example Dynamic Dataflow Analysis

O Data L Input }

Meta-data
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Example Dynamic Dataflow Analysis

O Data L Input }

Meta-data H

[ X = read_input() }

UNIVERSITY OF MICHIGAN



Example Dynamic Dataflow Analysis
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Example Dynamic Dataflow Analysis

O Data L Input }
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Example Dynamic Dataflow Analysis
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Example Dynamic Dataflow Analysis

O Data L Input }

Meta-data ‘

X = read_Iinput() :% validate(x)< Clear
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Example Dynamic Dataflow Analysis

O Data L Input }

Meta-data ‘

X = read_input()

validate(x) }

I 1

'y—:x*1024} LW:X+42}
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\ Example Dynamic Dataflow Analysis

[ Jjji validate(x) J
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\ Example Dynamic Dataflow Analysis
D Data [ Input J

{ XS read—i”p”t()_rji validate(x) J




\ Distributed Dynamic Dataflow Analysis

A Split analysis across large populations
¢ Observe more runtime states
¢ Report problems developer never thought to test

UNIVERSITY OF MICHIGAN 17



\ Distributed Dynamic Dataflow Analysis
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\ Distributed Dynamic Dataflow Analysis

A Split analysis across large populations

¢ Observe more runtime states
¢ Report problems developer never thought to test

’F SomeProgram

SomeProgram has encountered a problem and needs to close. We are somy
for the inconvenience.

if you were in the middle of something, the information you were working on might be: lost.

Please tell Microsoft about this problem.
We have created an emor report that you can send to help us improve SomeProgram. We
will treat this report as corfidential and anorymous.

What data does this emor report contain?

Why should | report to Microsoft 7

Debug
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Problem: DDAs are Slow

Symbolic Execution

10-200x

Data Race Detection

(e.g. Helgrind)

2-300x

Memory Chec
(e.g. Dr. Memory)

KINg

5-50x
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Taint Analysis
(e.g.TaintCheck)

2-200x

Dynamic Bounds

Checking 10-80x

FP Accuracy
Verification

100-
500x
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Our Solution: Sampling

Lower overheads by skipping some analyses
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‘ Sampling Allows Distribution
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‘ Sampling Allows Distribution
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